
S\.'. Scfiwaninger & Associates, Inc.
.. "6715 Little River Turnpike Suite 204

Annandale, Virginia 22003
Phone: 703 256-0637 Fax: 703 256-3578

Attorneys at Law

February 22, 2011

Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

RE: CPNI Certification Filing
EB Docket 06-36
Fresno Mobile Radio, Inc.

Dear Sir or Madam:

Robert H. Schwaninger, Jr.
rschwaninger@sa-lawyers,net

"''''Licensed in the District a/Columbia
"''''Not Licensed in the State a/Virginia

We represent the interests of the above captioned licensee in its submission of the required CPNI
certification, in accord with 47 C.F.R §64.2009(e); which certification and required policies are
associated herewith.

If there are any questions regarding this submission, please direct them to undersigned counsel.

:z;~
Robert H. Schwaninger, Jr.

RHS:tg



CPNI CERTIFICATION
Annual 47 C.F.R. § 64.2009(e)

EB DOCKET 06-36

Annual 64.2009(e) CPNI Certification for 2011

Date Completed: February 15,2011

Name of company: Fresno Mobile Radio, Inc.

Licensee's FRN: 0001634922

Name of signatory: Robert Cook

Title of signatory: President

I, Robert Cook, certify that I am an officer of the company named above, and acting as an
agent of the company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47
C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36.

Attached to this certification is an accompanying statement explaining the company's
procedures to ensure that the company is in compliance with the requirements set forth in section
64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission) against data
brokers in the past year. At this time, the Company does not have any information to report with
respect to the processes pretexters are using to attempt to access CPNI.

The Company did not receive any customer complaint in the past year concerning the
unauthorized release of ePNI

, ~;:.?'~

signe~f~_



FRESNO MOBILE RADIO, INC.
POLICIES FOR USE OF CPNI

The following policies are hereby established for the use of Customer Proprietary Network
Information (CPNI) in accord with the rules of the Federal Communications Commission
(FCC). All employees, agents, affiliates and subcontractors are bound by these policies
regarding the use and protection of customers' CPNI. Violations of these policies will
cause the violator to be subjected to disciplinary or remedial action at the discretion of
management.

1. A customer's CPNI may be employed internally for the purpose of offering our
existing customers additional services that we provide to the marketplace. Those
services must, however, be offered by us and not affiliated companies, unless such
use is approved by management to determine whether CPNI use is in accord with
FCC guidelines.

2. Customer approval is required for use of that customer's CPNI if we are offering a
different category of service from the one that the customer is presently receiving.
However, one can offer Customer Premises Equipment (mobiles, consoles,
portables) to deliver existing services that we are providing that customer, using that
customer's CPNI.

3. Under no circumstances will anyone track a customer's use of its CPNI to determine
whether that customer is contacting any competing provider of our services.

4. A Customer's CPNI can be used to protect that customer's safety of life or property;
to offer adjunct-to-basic services (e.g. call forwarding); or to participate in research
regarding the health effects related to the use of company-provided equipment.

5. When a customer's approval to employ its CPNI is required, the request should
normally be made in writing to be signed by the customer, however, oral approval
is permitted but will require the recipient of that approval to make specific record of
that approval including the date, time and identity of the customer representative
who provides such approval. All such records must be filed within our records and
be maintained for a period of not less than one year.

6. Any customer may revoke or limit its approval to our use of its CPNI. If this occurs,
the incident should be recorded and that record made a portion of ou r files.

7. Opt-in or Opt-out policies that allow customers to choose to have products and
services marketed to them by employment of their CPNI may be used by the
company at some future date. Such policies are not presently used. If used,
employees shall strictly adhere to all limitations and directions given for such
policies.



8. In the even that the company markets its products and services in cooperation with
a joint venturer or contractor, all such marketing using customers CPNI will not
commence until that joint venturer or contractor agrees, in writing, to be bound to
fulfill those obligations mandated under 47 C.F.R. §64.2007.

9. Prior to solicitation for customer approval to use their CPNI when such prior
approval is required, the company will provide written notification to each such
customer that explains that the customer is not required to give such approval and
records of such notification will be maintained for at least one year. All such
notifications must be approved by management to determine that the notification
complies with 47 C.F.R. §64.2008.

10. These policies will be made available to all employees and fully explained to each
employee to assure that they understand the nature of CPNI and customers' rights
granted by the FCC.

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded and the
documents recording each event, including the specific use, the services offered,
whether the services are offered by the company or an affiliate, and all other
relevant details of such use. Those records must be maintained by the company
for no less than one year and will contain all information required under 47 C.F.R.
§64.2009(c).

12. In the event of any complaint from a customer regarding use of its CPNI which the
customer deems improper, the employee that responds to that complaint shall make
a record of that complaint, including the means employed of addressing the
customer's concern, and that record will be maintained in the company's files for at
least one year. In the event that the problem arises due to circumstances
associated with an Opt-out program that are not mere anomalies, management
shall make notification to the FCC regarding such problems within five days of the
customer(s) reporting of such problems, in accord with 47 C.F.R. §64.2009.

13. In the event that the company requires training on the policies above, the employee
agrees to attend such training and be tested on any materials presented at such
training session.

The above policies shall be monitored for compliance by company management, including
periodic overview ofcustomer records to assure that all necessary notifications and other
relevant records are being maintained. A copy of this policy statement shall be distributed
to each of the company's employees and any questions arising out of future compliance
with these policies shall be communicated to management. In the event that any confusion
arises regarding the applicability or interpretation of any of the above policies, employees
shall first communicate such instance to management for the purpose of future handling
and will not, until receiving further direction from management, disclose or use any
customer's CPNI.



Federal Communications Commission

provided using Internet Web sites (such
as travel reservation services or mort
gage lending servIces) , whether or .not
suchservtces· may otherwise .beconsid
ered to be information services.mLocalexchange.·.camer (LEG); The
terrI1 .Hlocale,cchange carrierfLECr'
hasthe~arnerneaninggiventosuch..
term in,sectioB3(26)oftheCommm
nications .. Actof1934,a$amended, 47
lJ.S .C.1S3(26),

(k.) Dpt~inapprovaLTheterm"optdn
approvaI" .. refers to· .a i method ..for .00
tainingcus'S9mercqnsentto USe, diso,
close,· .. pr .• permit ...• ar;ce~sto .the>cl.1s
tomer's· CPNI. .•.. 1'his,appf?val.meth~d
requires that the carrier ohtainrrorn
the customeraffirmati.v~,e)Cpress·cO,n
sent allowing . the requested CPNI
usage, disclosure, or access.' .after the
customer ...l.? .•. provided·' a,ppropriate '. noti
ficatio~. of ·;th~cart'ier's request· can.,
sistent;witptne )'equire!1'1entsset forth
inthissu!?part.·i>· .••........•....•

n.) .··Opt-aut ',.approvat,.ThetrI:TI1···"opt
out approval'.' refers to a method Jor,
qbtainingcustomerconse!ltto'use, dis.,
close. ..or ,permit . access. to the . .cus
torner'~ CRNLUn?er. this approval
method'Fcustomer l$ .. deemed .. tohave
consent~dtotheuse,a.isclos\.lre,or·ac
cesstothecustgmer'!3 CPNlifthecus- .
tamer has failed,toobJea thereto \>Vim
in the waitingperiog described in'
§6,L2008(d)(1)afterrthe.customer ~s ~ro

videdapprtr.lpriate .Jl.otificationoftne
carrier's. request forconsent.·consi,stent
With, the rules in thissuQpart.

(I!1) .f(~adiJyavaiJEiblebjDgraPhical. in
formation.. "Readily . available bio
graphicalinformation"ismformation
drawn troI'rl the CUStOl].1er"s lifehist0o/
and includes .. such 'things as ··thecus
tamer'ssocia1securit~rr1Umber,orthe
Last. four digits of that number:. moth~
er's maidennarne: home address: Or
date of birth,

(n:) Subscriber list information (SLI).
The term '!subscriber list·· info·rmation
(SLI) "has. the.·.same. meaning givent.p
such term irl section ZZ2(n){:}) ofth~

Communications Act of 1934, asarnend
ed, 47 U.S.C. 222(:11)(3).

(0) Telecommunications camer ar car
rier, The termS "telecommunications
carrier" or "camer"shall have the
same meaning as set forth in' section
3(44) of the Communications Act of
1934. as amended, 47 U.S.C. 153(44}, For

§64.2005

the purposes .of this SUbpart, .the term
.'telecommunications.' carrier' 'or .' car·
rier" shall inClude anentitythatprcr
vides interconnected Vol? .service, '. as
that term is defined in sectionIL3 of
these rules.

(p)TeJecomm unications, service,The
t:erm, ·'i'.elecornrnunications .... service"
hast.he' same meaning grventpsuch
't:~rrtlinsection3(46)oftheC9111mu
nications Act of 1934, as amended, 47
'tJ.S.G.,153(f16).
, (qjTf!1ephanenumber .of record,
telephone .nurnberw>socia,ted .with
l.mderlyingservlce•. not: .thetelepnone
numbersuppliedesa customer's" can·
tact·· information,"

(r)Valid pboto ID. A "validphotoID"
is agovernrnent-issued .rneansofper~

sonalidentification with a photograph
suches a driver'slicense,passpql"t. or
compa,rable IDtnat i~notexpired.

f72FR'31961, June a,2007\·.

§64~Z0051JB~ofeuStomerproprieta.ry
network·iri:f0rma'tionwithout .. eus-
tomerapprov¥. .

,(a)Anytelecommunioa.tions •carrier
rnayuse, .di~close,or 'perrnitaccess .to
qPNIforthepurpose of prqvidin~or

marketing service offerings among the
categories of .service .. (Le.. local, inter
exchange,anoCMRSJto whichth.ecus~
tamer alreaqy subscribes from the
sarne, carrier•. wi±hout.customerap-
proval, •..... '. ......•. "n).If<;.telecommunicatiori~cartier
provides different categori,esofs~'l"\Iice,
and .a,customer subscribes .. tbi .mQre
than one category of.serviceoffere~by
the carrier, the carrier .4>. permitted to
sha1"ec;PNIamang the carrier'saffHi
atedentitiesthat '.' provicie '?ls~rvice .of,
fering. tot};1ecustamer.

(2) .Ifa· telecommunicationS' .carrier
provides different categories ofservice,
but a customer does not subscribe to
more than one .offering qy ·the carrier,
thecaITieris not permitted to share
CPNIwithitsaffiliates, except as pro
videdin§fiA.2007 (b),

(b) A telecommunications carrier
may not use, disclose, or permit access
to CPNIto market to a customer seN
ice offerings that are within a category
of service towhith the subscriber does
not already subscribe from that car
rier I unless that carrier has customer
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§64.2007 47 CFR Ch. I OD-1-D8Edifion)

rraudulent, abusive, or unlawful use of.
or subscription to.,SUch serviceS:

[63FR20338,. Apr. 24, 1998,.as amended at 64
FR53264,Oct. l,J99!l;67 FR 59211, SE:\pt.20,
'2002; 7~FR31962., June a, 20071

approvaJto do so, .~xcept as.· described
in paragraph (q) .. of this section,

(l) A ,wireless provider may use, dis-,
close, or permit access t.o CPNI derived
from its provision .of CMRS, .without
custamerapprbval,fartheprovisidnof .. . d

... CPE.·anej ·info,.r~atiO~?'Stmviee(s);-".4':.·Rfui~2lo~~j:lii~~~~r-~iie~o:i·~f1l~.
wirelineparrier maYllse,gisdoseorforma'tiall.
perm~t ac::cessto· CPNI<dt=rivedfrom .its
pro.v.l.'~t.onoflpcalex.. chan&esenr.. jce ·or (a) A .. telecommunicatiorys carrier

may obtain approvalthrougm written,
interexchangeservice,without. CllS. oral or electronicmethodE:.
tamer approval. for . 'the Hrovision . of rn. A.telecQtnmUnicationscarrier re
CPE'and cal1 answering.v9icemail or lyingonoralapprovalshallbeart11e
messaging,' votcestorage~no.retrieyal burden of dem0!lStrating thatsucb ap.
services; ... filX .store ..and. forward, and provalhas .been given in .compliance
protocol conversion; with the Commission'8 rules in this

(2) A. telecommunicationS . carrier part,
may not use,disdoseorpex:-mitaccess (Z)A.pprovalor disapproval to use,
to CPNIto identifyqTtrackcustomers disclose, or permit a.ccessto a CllS

that callcpmpeting servioeprcrviders, tomer's.. CPNlobtainec;iby'. a·. .tele
For example, .a.1ocal te,<change carrier communicationscacrier must remain
may ·.. not: use local service .GPNl .. to 'iI1effectunti1thecustomer.:revokesor
track alL customers that . call local limitssuchapproval ordisCl.ppr,ova1.
service competitors, (3) A>teleC:0rnmunications carrier

( ) must ... maintain .recordsdf, .approval,0.. A telecommunications .carrierwhetheroral.writtendr electronit. for
may use. disc1ose,orperrnit ac:c:ess to atleast one year.
CPt·Jr, vrithout customer approval. ,as (b) Use of Qpt-Out . ape! Dpt-Jri Ap-
describeliinthis paragraph fc). prova{Processes. .Atelecorrlmunications

(lJA .telecommunicati~!1scarrier carrier ma,y,subjec! toopt-outap.
may.· use, discIose.,or perrnit access to prova..1oropt-in .approval, use, i1:5 eus
CPNl,'\¥ithoutcti£;tomerapproval. in tomer's individuallyidentifiab}e CPNI
its .. provisionofinside wiringinstallq- for the purpose·· of .marketing ·commu
tion, maintenapce, anci.repairservicesi nications.,.related.servic~tp·.thatcus-

(2) CMRSprovidersmay 'use,qlsclose. tamer...·A. .. .telecOlpmunications·. carrier
or permit aCcess .. to .GPNJ.. for .:t.hep~r-. may. .subjeet .. toopt..outapproval .or
pose .. of .. conducting .. l"esearch .on .th~ opt-inapprovai.disciase its customer 's

. health effectsofCMRS. individually identifiableCPNl,forthe
(3) 'LECs, .CMRS ·provit1ers,andfmU- purpose .. of marketing communications..

, ties. that prOVide" .interconnected VoIP related services to that customer,· to
service .a5that. term i$ defined .in·§9.3 itsagents ... and.its ·affiliates that pro
of thischapter,mayuseCPNI, without vide communications-related services. ,
customer approval...•·, to... market services f:.:. ..telecommUIJicatians ··carrier ... may
f also permit .such persons. or entities to
ormerly known as .. adjimct-"t"..basiC obta.ihaccess. to.suchCPN;rfor.··.··. such
services, . such as.. but not limited to, purposes.. Except for· use' and disclosure
speed dialing. eomputer-provide9dil"ec.. of CPNlthat is permitted without eus-
tory assistance, call monitoring, call. tomer approval under .sections 64.2005, '
tracing, .callblocking,callreturn.rer-.' or that i~desctibedinthisparagraph,
peat dialing... qaJ,1 tracking, call. wait- or as otherwise provided in section·.ZZ2
ing, caller 1.D.. , call forvvarding; and ofiheGommunications Act of 1931as
certain centrex features. amended, a telecommunications car-

(d) A telecommunications carrier rier mayanly .use, disclose, or permit
. may use, disclose, or permit access to , access to its customer's individually
. C;PNI to protect the rights or property identifiabl.e GPNI subject to opt-in ap

of the carrier. or to protect users of proval.
those services and other carriers from 167 FR 59212, Sept. 20, 2002, as amended at 72

FR 31962.. June 8,2.007]
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§64.2008
~. '-. ~ - >,': ; ':::..: ',:,:

all por~icinsof·theri~tificati6f1·.mustOe
translated.intothat.language.

(7)AcarrierJ!lay state inthenotifi
cation th8:t t:he customer's approval to
use .CPNI mayenhancetrH;carrier's
abili1:ytppfferproductsC11'19.services
tailoredt~ thecustomer;'s I1eeds, Acar~
rier al~o .. \mCiy.stateinthe.notification
that it:rnaYcbecoITlP.e~ledto·.disclose
CPNI.t?any. persCln upon affirrn.~tive
writteI1Teqt1e~by~hectl~torp.er!.

(8) A cagier mayn()tincludein ..the
notificatio~ any statementatteITipting
toenc:;ourage 'a·custcirner .. tofreeze
third-parry access toCPNI,

(9}l'he.notificatiorl ... m,+St. st.ate ·.that
any appr()vaLor denial ofapproval for
the use of CPNIout1;iideof the service
to which . the .. customeralre~dy .sub
scribes, fromthat.·carrieri~validuntH
thecusmrneraifirmativelyrevokes or
limits ,such approval or denial.

(lO)·...·••.·A,.. ·.··.telecc:lITlInUnicatians···.• carrier's
pohcitatiol1forapproval mt1st\jeproxi~
mate to the'.notificationof ·acus
tomer~s.CPNI rights,

(d) Notice Requiremenrs$pecific to Opt
Out. .'.. ' f:;.... •te1E~cOmmUI"lications .. carrier
must provide notificationt.o .. obtain
opt-out .. approval through electr'onic .or
'written methods .butno1:byoralcom
munication . (Elxcept as provided . in
paragraph (f) of.tl1is section), .The pon
tentsqf anystIcbnotif;cation .must
cornPlywiththerequirernents .. of para-
graph (c:;)o[ this section. . ... .•.. ..

(I)Cartiersrnust,· wait .·a30~day min·
imumperiodp,ftime after giving eus
tomersnoticeancianopportuni:t;Y to
opt-out before .assuI!ling .customer ap
proval tb use, .. disclose,prpermitaccess
to CPNLAcarriermay,in its .discre-,
tion,providefora longerperiod ... ·Car.
riers ..... must notify customers ··as .. t.o the
applicable waiting period . for are
sponsebefqre approval is assumed.

(f) In·. tht: case of anelec1:fonic form
ofnotificatioI1,the waiting period shall
begin to run from the date .on .which
the notificationwas sent: and

(it). Iflthecaseof notification by
maiL the waiting period shall begin to
run on the third day follOWing the date
that the notification was mailed.

(2) Carriers using the opt-out mecha
nism must provide notices to their ellS
tomersevery twoyears,

(3) Telecommunications carriers that
use e-mail to provide opt-out notices

federal Communicc:rtionsCommission

§64.~008N~tic~.requiredfor.•...u.se •.. of
customer .proprietary network in·
f0l:'1Jlati°n., >

('a)/V0tification,' Generally. Prior to
an)' .soJicitatior:forcu.stomer· approva~,
a.telecommuntcai:ions ... carriermust
provide .notification<tDtl1ecustmTler of
gteicustDrner's righ.t to restrictuse of,
disdosureof, ~n~.3sce~st~.thatcus~
tamer'sCpl'n· •..·.:i>: < .........•.. :

(2) ·.·./f...telecommunicationS ca.rrier
mustm~intai1"l.records.. ofnotification,
vvhether.otal:.y:ritte1"l.p~.. ~leftl"'0l"licr·for
atleast0!le'year.:<.···...' ..,,\.. , ........•..'.'

(b) Individtlal11otice1:.0customers
must be .pr?videdwhensolicitingap
provaltous~,disc1ase!orpermit access
to customers' CPNl.

(c) (JontentqfN,otice,·.Customer .·notifi
cation mustproyidesufficientin'fprma.
tiORtp enable the customer to make an
in£ormeddecisionastowhether to.per
roita c::~rr~er~0t.lSe,disclose, or per111it
acc~~sto,the CUSt?rn~r'S CpNl,

(l)rnenotification must s"C.ate that
the customer has a right,andthe.,car
rier has a duty, under Jeder~lla\¥,to

, protectthecorlfidenti<:tlitypfCPNl.,
(2) ..Tpenotification ..Fust. ~pecify the

typesofiriformatianthatconstitute
CPNlandthe specific entities that will
receive the. CPNI,describethe. pUI1Joses>
for""hicllCP~+wil1 .•beus~d'·.·.arld~n"

'formthe qustomerafhisor her right
to 'disapprpve .. those uses, and deny or
withdraVf.ac~ess.·toCF>NI,at·a.n3'tiI11e.

(3) •.Thenotifica~ionroust .advise the
Customer of the .precis~ .. steps the cus-
tomermust take in order tp·· grant or
deny .accesstoCPNI., and must clearly
state that a denial of approval will not
affect the prevision of .any ·servicesto
whicr\tne customer .. subscr~bes~ How~

ever, carriers may provide a brief
.statem~nt.indearand neutral lan
guage, . describing. ·consequence~ .di~
rectlyresulting frpmthe lack of access
to·CPNI.

(4) The .notification must be corn,.
prehensibleand must not be mis
leading.

(5) If written notification is provided,
thenetice must be clearly legible, use
sufficiently large type, and be placedin
an area so as to be. readil~ appar.ent to
a customer.

(6) If any portion of a notification is
translated into another language,then
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. §64.2009 47 CFR Ch.loo-l-De. E.dition)

167.FR59Z1Z,Sept..ZO,Z002j

§64.~O()HSa:fegu:arclS ·.nequir~rl.for .use

~o~~~:i~r9Prietarynetwork

(a) ..... TeleCOmmunications .carriers
'mustimplementasystern by which the
status of a customer'sCPNlapproval
canOe c1ear1?yestab1ishedpriQrtQth~

useofCPNI.·.··•.••·.•...·..••.·•••• ·· •....•·.•..·.. · .
..·.{lJ) Telecol11municatiO~.. carriers
must train their persqn!1ela;s to when
they.areapdarenotauth8rized .to use
CPNI, and carriers must havean.ex,
press.·disci;::l1maryprocessinp1acei

(c) All .carriers shall .mairitaina
record,electronicallyor,ip.:someother
manner,ofthetr. own and tneir .' affill
ates 'salesandrnarketingcarnpaigns
that use their customers' •CPNL .All
carriers .shalL maintain ·arecQrd'orall
instan.ceswhereCPNI was disclosed or
provided to third .partie.s. .Clr where
third parties were allowed access to
CPNl,The record must'· include ··l3.de"
scriptionofeach .campaign, the specific
CPNJ .that was used 'in .the '. campaign;
and what. products and services were
offeredasa part of the campaign, Car
riersshall retain ·the record fora min
imum .of one year.

(d) Telecommunications carriers
must establiSh a supervisory review
process regarding carrier compliance

(i) Carriers need . not advise eus
tomepsthat if they hc;weopted-outpre.
viously, .noactionis needed to main
tainthe opt..outelection;

(ii).Carriers.neednot. advise cus
tom~rs thattheyma,yshare CPNI with
their affiliatesorthirdpafties a.nd
need not •name those entities, if the
liITlit~dCPNlusage willl1QtT~sultin

use>by;ordisclosureto, an affiliat~ or
t:htrd party;

(iii)Ccrrriers need not disclose . the
meansl:>ywhichacustom~rCandeny
or withdraw future access '. ~oCPNl, .so
long ascarrierse:»:plail1 ..·tosustorner~
thatthescapeoftheapprova.l. the .car"
rierseeks is limited popn.e"'tirrwuse:
and> ·

(iv) .. Carriers .mayomit··disclqsureof
the .' prec1sesr.epsacusI:ornerrnUSl: .. take
inordert;0EVan.t:or .denyacQesstp
Cl?N~.,as<long as the carri,erc1early
communicatesthatthecus1:omercan
del1yaccess<tohisCPNI for the call.

must cOmply With ... thf; •. following re
quirements intiqdit:.ionto .1:herequtre-

men.·.t..8.. .g.ener a.,....••.llY.•......•.•......,.a,...•.p.',p.".•.l.•.l.·.•.•..•ca.•.,·.•.' b.'..1e,.....•,to n.otifi,c.a~tion:. ' ., ,..,,<
(i) .' Carrie!"sl1:lu~tobl:ainexpr~ss;

verifiable,.priorapproyalfromcon
Stlmerst:0send,noticesyla. e.,rnail "re~
garding ....,;heirservic~ ,irl.g~I"lera,l,·,.· ...• Qr
C'pNT.inPartieular;' •.•... ·• .....•..'..'...'...... ..........•...•'..••..

(ti) Carriersl1:l'Llst:allow. ctlsl:omersM
reply directly .tpe.,mailscon:caining
CPl\lI notic~ in orcierto opt-out.;

(iii) OPt-0t1te-,mai1'I1oticesthat~re

returnedtothe •.carrier,·as•. tlndeliverable
must:\:ie sel1t to the custorner in. en
otherform"before.·..• i::a!'!'i.ers •...J:Tl~yc:on,
sider tDec\.lstDrnel,"pohave rece.ived .np
tice;' '•...'.,.•••..•.•..•.••..••..••.','•...••••,..•..•..•......•••..'•.••.•. '.

(iv)Carriers't:hat; usee:-rnaittbsend
CPl'J1 l1otices must emsurethat the sub;.
jectHnepfthemessagec:learly "8Jlda(>

curately •• ideI1tifies th~subjectrna"t:ter

of thee-mai1:'<tr1Q.'....... "'.'.'
N). Teleeommtmi~a~?!"J,S ca,ttiets

must ·.rnakeavailaRlf;"..t:o .every.cus,
tomera.rneth0d,~o·()pt.,outthatisofnp
a.dditionalc?s~tothe.cust.Omer...and
that istivai1ablgUl~ou.rs.aday, seven
days>a week.CCilTiers .may satisfy this
requtrerr1~nttl:lroughacornbinati?nCJf
methodS, solongasall.cusI:omershave
theabqityt:qopt-01.1tar !1ocostand

a.f..e.·.......•...•...•.abl e '.. t..•.o..'..........••....e,f.,f.ec.tuate..••.•.....•.•.......•...••.t h.., .a..••.....t.:.....•...•..• ch.0.. iCewhenever 't:hey choose:.;
{e)lXJpticeRequirements Specific; to Dpt

ITl.Ate~ecorntnlf1ic:ationScarri~rmay
providenotifica~iontoobtain <opVin
approvaJ through:qraL,written,or eleco.
tmnic meth9~s.The•.·contentS of .' anY
suc);inotificationrnustcomplywiti:l

th.e r.. e.CJ.·..Ul.·f.. em.·e,•...nts.•....... '.'. O..f
p

8 r.a..•...
g

..r....•..a
p

h...•......., (.c.) O.fthis section. .. .. . .
(f)NoticeRequi~ments .Specific. tp.·One

Timf;LJse ·ofCP!ilI,·.• (1) Carriers .. may .use
oral notice to pbt8inUmited; .one-time
use of CPNI for inbound ·andol1tbound
customer .telephone .. contacts for .the
duration ,of the 'call,'regardlessof
.whether .carriers use opt-out .•'or .opt-in
approval.based.on the 'nature of ·the
contact.

(2) The conteni::Sof any such nbtifica- .
tim) must comply. with the r.equire
mentsof paragraph.' (c) of this section,
except that telecommunications car
riersmayomit any of the following no
ticeprovisions if' not relevant to the
limited use for which the carrier seeks
CPNl:
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§64..2010 Safeguards on •the disclosure
of . customer . proprietary . network
information. .

fa) .Safeguarding CPJYI. .Telecommuni
cations carriers must take reasonable
measures to. discover. and .protect
~gainstattemptsto.gain un.alfthortzed
access ·itoPPNl.· TelecommunicatiqPf
carriers.ITll..lst. property' authenticate' a
GUSI:om.erprior .1:0 discLosmg CPNI
based on customerdnitiated telephone

co.n..'t.a.c.. ,t onl.in.•.•.. .e.•.•.....•.a.c...•·..c...•. 01.In...•......t .•..ia c,c'..ess'o..•...r.••..,.•.. an'.imstor'evisit.· ••. .• • .' .
(b) Telephone:' access .to CPNI. Te1t

comm1.lnications.carr~~rsrnaycmlydis

dose call detail'. information over . the
telephone, .based oncustOmer"initiated
telephone contact, if the customer •first
proVides ~theca.rrier .' wit):1.>a?as~wqrd.
as• described in .'. paragraph .. (e) ·qfthis
section, that. i~ not prompted . by. the
carrier askingfpI:'" rea.dilYClvailable ·.bio
graphical inforrnation, Or account .in•
forrnation.If ·the.cl.lstomerdoesnot
provide a '. pasS\¥ord, .t:het:elecom!'l1uni
cations carrier '. rn;C3,!1'on1ydisc1osecal1
detail tnformation by sending .' it toth~
~cus'tomer'saddress of record, or •. by
callingthecustorner .•. at the. t.elephone
numberdfrecord.)fthe. customer .is
able to •provide call detail .. information
t.o thet.elecorn;munications carrier dur·
inrga .•...cus'Comer~iI'liti~tedcal1. Without
the ... telecomrnunicatipns •• carrir;r's .··as" ,
sistarlce,. then the .teleCOmmunications
carrierispermitted, ·to .discuss. thecaU
detail. imormatioD provided qyt.he 'CuS"
tomer, ../> ......•... ..>,'.'

te) Online access to CPNJ.A tele"
comrnunicationscwriermustauthen·
ticat~acustomerwithoutthe use of
readily .•available biographical·informa"
tion,oraccount information,prior to
aUowing' the •customer online access to
CPNl.· relatedto'a telecommunications
service .account.. Qnce authenticated,
the. customer .. Pl~:yonlyobt.ain .online
accesstoCPNl relat.edto,a tele-"
communications service account
through ..'a •password, as described in
paragrqph.(e) of this section, that is
not prompted by the carrier asking for
readily available biographical infonna~

tion, or account information.
(d) In-store access .to CPNI. A t.ele"

communications carrier may disclose
ePNI to a customer who, at a carrier's·
retail location, first presents to the
telecommunications carrier or its

with the rules in this "subnart for out
boundmarket~ng situatio~and main"
tainrecords of carrier compliance for
minimum period. 'of, :oneyear.• "Specifl
cal1iY'., .sales ,persopmel ,I'l'1tlSt .obtainsu
pervisot'Ya.pproVa10faI}j! proposed 01.11,:-

bO..U,,',.,..l:'l..d. m,".,.ar"..k,.,•.:,••·.e.•...t,..I,',n••.,•• "' •.,g.,,.,',•....,••,..••",.,r"".",.,e"."..,q,',',.",U,i•.",·.e".",'."S".,.J:,.,",' .,f.".O,.•"•...f,."•.'" CUS,.'.'".t,'.•",D.m,''.'..•.•l::".'f.. ,',.•,approval. .. .:. .... .. • .. .•.• • .
(~) ,. AtelecommllI'licationscarrier

must have, anofficer,~sanagentofthe
carril::~,stgpandfile with the 9Prnmis,
,sian 'CicompUancec~rtificat~qnana!l

nual basis. The officer .must state, in
th~certificatiOI1thatH~t:>r$hehas.,per,
sonalknowledgethC3,tthe company. ha.s
established operCltingproceduresthat
are. adequate to .ensure compliance
withther'Ulesin this subpart., Thecqr,
rier mustprovictea stat:emel1t ,.acCOrnt
panyingthecertif'icateexplaip.ing hpVi
ir:soperatingpfocedures ensl.1re •that it
is or is not in compliancejVitl)th~

. rules ',in. this .subpart.•. lnaddition, ,t:hr
carrier mtlShinc1ude,an explaI}atiol:'l8f:
anyactionsta.ken against data brClkers
and a summary of all' custorn~rcorp,
plaim:sreceived in the past yearcon
cerning ,the "unaut.horiz.ed .•. release .of
CPNLTttisfiling must be .madeannu.
ally.· witiltb,e . Enforcement Bureau .{)T1
or before MarCD linEB Docket No. QfP
36'.f..o.r. d.a.,toa...•.p.e.• r.t•..•.. Cl.in.in..•.••.g.•...•..t.'o.•.•...... t..•,h.,•.....e

p
.....•.r..•.e.. v.l.0.,.us.

calendar year, .• > '.. '. .'. .
(f) Carriers •... must·provid.e:wri-sten nO"

ticewithinfiye business dEl~ ... tothe
Cornmissionofanvinstanqe w~e!'e.the
opt-out mecb.anisms dono! work prop
erly, to such.adegreethat ·consl.lrners'
inability to .opt.-"out .is .more than an
anomaly. .
mThe not.iceshall be in .the form of

a letter, andsha11includethe carrier's
narne, a description .of the . opt"out
mechahism(s)· .. l.lsed, the problem(s) .ex- .
perienced,txle .retIledyproppsed and
when it will he/wasimpl~mented,
whether the relevant st.ate·· commis
sion(~)hasbeennotified and whether it
has taken any action. a copy of the no"
!ice provided to customers. and contact
information.

(2) Such notice must be submitted
even if the carrier offers other methods
by which consumers may opt-"out.

163 FR Z0338, Apr. 24. 1998, as amended at 64
FR 53Z64. Oct. L 1999: 67 FR59213. Sept. ZQ,
2002: 7Z FR 3196?, June B.2007]
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vided in this section. The carrier shall
not notify its customers Dr disclose the
breach publicly, whether voluntarily or
under state or ·loca.llaw or· these rules ,
until it has completed the process of
notifying law.enforcementpu.r5uantto
par~graph(b).• of this section..

(b) A.s soonaspracticll.ble., and in no
event later. tha:r} seven. (7) . business
days. mer reasonable determination of
th& •breach,thetelecommunications
carrier shall electronically notify the
UrutedStates Secret ... Service. (USSS)
and the Federal Bureau of .lnvestiga
1:ion (FBI) through a central reporting
facility. The Comniissionwill main1:Cl:in
a link to the reporting facility at http://
WWl'V.Tcc.gov/eb/cpni.

(1) No.twith,standing any state law to
1:he .cont.rary, .the carrier. shall not no
·tify customers or disclose .the breach :to
the publicunti17 fuUbusinessciays
have. passep . after ... notification to .. th~
USSSandtJ:teFBl~xceptaspr~vid~d

ip pa.ra.W.aphs.i ..... '...·.P). (Z.••...•.J.....•·•.•.lm... d.•....•.•..•..·.•.....•.(.b)...(... ~). i..·. Q•..fth.is
section.• ·.···>..

(2) Ifthe carrier believes that then: is
an ex:traordinarilYurgentneed tty no
tify. any· dasso.faffecteg customers
sooner 1:harr0tilerwise... allowed under
paragra,pn{pHl)of this .section, in
ordertaavoid immediate and .iITeD~
arable harm, it shall so. indicate in 1ft
notificatioD.and ·rnay proceed .to imme
diatelynotify itsaffecteq.customers
only after .consultation with the rel
evant illv~tigatingagency. The carrier
shall. cooperate with the .••. relevant· ... in
vestigating agency'sTequeSt to mini ..
mize anyadverseeffectiof such cus
tornernotiftcatioI),'·.•. ,

(titlf th~relevantinv~sti~atingageri
cy determines that public disclosure Dr
notice customers.. would irnpedeor
comproTnisean ongoing· Of potentia.l
crimiflalinvestigationornationalse
curit:y.. sucha,gency rnaydirectthe car~

rier notto:o disclose or. notify ·£01' an
initial periop of up to 30 days. SuChpe~
riodm~y beexr.endedby the agency as
reCiSonablynecessaJ'Y in the judgment.
ofth~ agency, If such direction is
given, the agency shall. notify the Car
rier when it appears that public disclo
sure Or !lotic~t0affected customers
will no longer impede or compromise a
criminal .investigation .or national se
curity. The agency shall provide in

§ 64.2011 Notification of customer pro
prieta.r,:networlt information seen
ri~' breaches.

(a) A· telecommunications carrier
shall ... notify law enforcement· of a
breach of its customers' epN! as pro-

agent a valid phm:o ID matching the
customer's· account information.

(e) Establishment of B Password and
Back-up Authentication Methods for Lost
or. Forgotten Passwords.Jo es'tablisha
password, a . telecommunications ..• car~
riermust.authe!lticate . the •. customer
without· the .useofTeadi~yavailable.bi
ographica1inforrnation" oraccoum in"'
formation.. Telecommunica'l:.ions car
riers may·.create aback-up .. customer
authentication method in the event of
a lost ··or .. rargonenpassword,but such
back-up customer ..authentication
rnethodmay.not prompt. the .• ·custorner
for readily aVaila.ble biographical infqr
mation, ·91." .account· information. If •. a
cus't:omercannotprovide .. the· COffee't:
password or thecorrectrespons~.Jor
the;bact':-u.p customer authentication
method, the customer !Tlt.l.stestablish Cl
new password as· describeriint.hispara-
graph, .

(f)NotificatioIJ . Of account changes.
Telecommunicationsearriers ·rnust .·no
tifycustomersi.rnrnediately·· whenever
a password, cust,0mer response .1:Qa
back-u.ptneans ofauthem.ication for
lost or· forgotten. passwords, online 13.0

count, or address of record iscrea't:ed· or
changed•.. This n8tificatiop is not Te
quireq when •the custorne:1."initiates
service •. including the selec1:ionof a
passw.ordatservice. i.nitiation.• This.no.~
tifioati(jn may .be through a.carrier-,
o!iginateq voicemail'or textrnessage
tattle telephonenumberofrecQfCi,or
b)'rnaiI totheaddres~ of r~con:i, and
must not reveaJthe.·changed imorrna
tionorbe sent to the new account in-
formation. i . .. . .

(g) Businesscustomerexemptiotl. Tele- .
communications carriers may bind
themselves contractuallytoauthen..
tica.1:i?uregimesother ·t.hap !.hose... de
scribed in this section· for serwicesthey
provide to . th~:i.1." busil1essc:ustornen;
that have . both a ·dedicateqaccount
representative and a contract that s1'e,
cifically addresses the carriers'protec
tion ofCPNl.

172 FR31962,. JuneE,2007j
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